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Teams
Attendees: In Attendance:
1 Ms ) Maguire (Chair) Mr P Dunne
1 Mr O Keegan Ms N McHugh
1 MrT Lucey Ms M Kelly
1  Mr B McGrath
1 MsCByrne
1 MsS Neary
il

Mr E O'Sullivan

Apologies: Mr M Walsh
Mr T Enright
Ms M Hurley

Following consultation, no member expressed conflicts of interest with any item on the

agenda.

1. Minutes of the Meeting held on March 2021

The minutes of the meeting held on 27" March 2021 were approved and were signed by
the Chairperson.

2. Matters Arising

There were no matters arising. It was agreed a portion of the next Board meeting
would be held in the absence of the Executive.

3. Chief Executive Report
Sanction has been received from DHLGH for eight posts for the Data Gathering and
Data Analytics Project. This will be discussed at PSROG on 10th June 2021.



DHLGH, through the Change Management Committee, requested that the Strategic
Workforce Planning Project be progressed through the People Strategy Group. lItis
intended to raise the filling of posts while the strategy is being developed at the
Management Board meeting next week.

V3.7 of iHouse is progressing - Grant Thornton are progressing the business case.

There are €15m in value of applications to be processed under the Small Business
Assistance Scheme.

Income from NPPR at €10m year to date is broadly in line with last year. An extension
to the twelve year collection period does not seem likely as the DHLGH have prepared
a draft circular ending the liability for the charge. This will be raised at the
Management Board Meeting with DHLGH next week.

The local government sector secured 1/3™ of funding available from the 2021 Public
Service Innovation Fund.

Discussions re Irish Water were held in the WRC on Tuesday. Irish Water and the
Management side put forward their proposals around a single public utility. The WRC
is to engage separately with the parties The July deadline for completion of the
discussions may be difficult to meet. The DHLGH is continuing to engage on non-WRC
issues.

The PMO submitted a second submission to the Inter-Departmental Group on behalf
of the CCMA for the Town Centre First Programme. Resourcing will be based on the
level of activity in towns.

4. Approval of LGMA Annual Report including Audited AFS
The LG Auditor has completed the audit. The audit report is unqualified and has been
reviewed by the Audit and Risk Committee who have recommended it for approval.

41 LGMA Letter of Representation

4.2 Local Government Auditor Letter and approval of management response

The Board noted the Local Government Auditor letter and approved the management
response.

f The meeting was advised that the while the NPPR (and POW) system(s) were
never intended to be integrated with Agresso, the NPPR system is being
rewritten to allow for comprehensive reporting. Responsibility for the system is
also being transferred to the Finance Function.

1 The meeting was advised that the work on completing the Fixed Asset Register
was impacted by Covid-19. It is hoped to complete during 2021.

1 Significant progress has been made on implementing the recommendations of
the Bearing Point report.

1 Compliance with Purchase Order procedures is 80%. Work continues to
improve compliance levels.

1 The auditor complemented the responsiveness of staff while conducting the
audit remotely and thanked those involved for their assistance.



The meeting approved the draft Management Response and Annual Report.

4.3 Protected Disclosures Annual Report 2020
The Board noted there were no protected disclosures.

Board Members Discussion in the absence of the Executive

The Board and subcommittee Chairs professed themselves well served by employees
of the LGMA and wished that this be relayed/recorded. A discussion took place
regarding the future structure of the LGMA as a vehicle used by other Departments to
roll out other services. It was agreed this would be tabled with the forthcoming
meeting with DHLGH.

5. Our Public Service 2020
The meeting noted the update on Our Public Service 2020.

6. Report on the Hafnium Exchange Cyber Attack
The Board noted the report by the Cyber Security Sub Committee on the Hafnium
Exchange and Microsoft cyber-attacks.

Ms. McHugh advised the meeting that the LGMA is in contact with the National Cyber
Security Committee and attends briefings. LGMA systems have experienced no
untoward activity and are under constant observation.

The report sets out a number of recommendations which include:

1 the local government sector would be best served by deploying a Security
Operation Centre (SOC) to monitor L.T. infrastructure for cyber security threats.
A SOC would also require a Security Information and Event Management system
(SIEM) - a piece of software that gathers and aggregates data from the I.T.
infrastructure on the ‘behaviour’ and operation of the systems and applies
analytics to that data in order to identify anomalies and detect threats within
the environment.

1 It was noted that the tools to support a SOC are costly and complex for a single
local authority and that there may be merit in some local authorities grouping
together or alternatively a unit operating out of the LGMA/Lead Authority
should be considered as a centre of excellence in cyber security that drives best
practice in the sector.

Following a discussion, it was agreed that a SOC would not be suitable for every local
authority as it depends on their |.T. infrastructure. Attracting suitably qualified staff to
the sector is also an issue when competing against salaries in the private sector. It was
noted that of the 13 recommendations that quite a number can be progressed locally
e.g., multi factor authentication, geo-blocking, cyber security training and cyber
insurance. The LGMA is engaging with the HIS group on other recommendations to
determine support for the various recommendations set out.

The Board also discussed the issues around the Microsoft Exchange incident noting
that recommendations that cannot be implemented locally need to be addressed as a
high priority. It was agreed to examine this area further to determine suitable
recommendations and to communicate to the HIS's and CCMA.



7. ICT Status Review Report

Ms. McHugh presented the ICT Status Review Report and advised that the LGMA
worked with Maynooth University Innovation Institute in the development of the
review. Factors taken into account in the review included length of time for delivery of
new technology, turnaround time, capacity and capability to deliver. The following was
noted:

1 An ICT Strategy is to be developed to follow the current strategy 2017-2022

1 Focus will be to extend and realise the Local Government ICT Strategy 2030
using an appropriate framework model

1 This will be done by designing a broader enterprise framework and promoting
an achievable vision for a reimagined digital local government sector for Ireland.

1 The framework sets out the architecture for managing the business of I.T.

1 To align with civil service renewal plan.

The Board was also advised that DHLGH have requested a meeting to discuss ICT and
investment in same. A target has been set by government that by 2030, 90% of public
services will be available to be consumed online and that this is an opportunity to link
in with DHLGH and the broader government strategy around delivery of ICT.

The Board commended Ms. McHugh for the groundwork on the review. The Board
approved that the LGMA begin the process to develop a plan to dovetail with civil
service renewal 2030 and to secure an investment plan with DHLGH. It noted that
feedback to the Board would be through the ICT Committee.

8. Decisions for Approval

8.1 Refurbishment of Phoenix House

The Board, following recommendation by the Finance Committee, approved the
additional expenditure of €88k regarding fire safety works, recommended by the
architects, as part of the refurbishment of Phoenix House.

8.2 Approval to apply for EU Funding — Erasmus +

The Board approved the opportunity to apply for EU funding for the Erasmus +
programme, noting it would be delivered through the Libraries Development
Committee and dispersed to local authorities.

8.3 Award Tender re Agresso Milestone 7
The Board noted the inter Board meeting approval in respect of the award of tender re
Agresso Milestone 7 to Unit4.

9. Governance

9.1 Funded and Non-Funded Posts

The meeting noted the update on funded and non-funded posts, noting that funded
posts are seconded or fixed term and that fixed terms contracts are managed.

92 Health and Safety
There was no update on health and safety.



9.3 Update from Chairs of Sub Committees

Finance Committee 12/5/21

The Board were advised that the QI Management Accounts had been presented and
that the committee recommended the works regarding fire improvements as set out
earlier. It also noted and approved the revised Risk Register.

Audit and Risk Committee 18/5/21
There was nothing further to add to the update provided earlier in the meeting.

PSROG 19/5/21

The Board was advised of a paper that issued from the Electoral Register Project Board,
which proposes to hand the next phase of development of a new voter registration
system to the local government sector. The meeting noted that key decisions,
including timescales have already been made by DHLGH. This means that the PSROG
process would not suit as it would not be consistent with those timescales and could
lead to legal difficulties. The meeting noted other potential issues around the decision
to use voter.ie rather than tendering for a new system — these include value for money
and compliance with the public spending code. The meeting expressed concerns re
governance issues to be addressed.

It was noted that Mr. Keegan is preparing a paper on the matter for PSROG. It was
agreed to raise the matter at the forthcoming Management Board meeting with DHLGH.

Change Management Committee
The meeting was advised that the Draft Blended Working Discussion Paper is close to
completion and will be discussed at the CCMA.

10. Risk Management
The Board approved the revised risk register.

11. Any Other Business
The Board was advised that the last CCMA meeting considered a proposal from the

HDCO for additional posts. -

2021



